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MA 479 / CSSE 479, Cryptography
Differential Cryptanalysis, An Exercise

Spring term, 2003-2004

Douglas R. Stinson describes Differential Cryptanalysis in his textbook, Cryptography –Theory and Practice.  He writes (in 1995):

One very well-known attack on DES is the method of “differential cryptanalysis” introduced by Biham and Shamir.  This is a chosen-plaintext attack.  Although it does not provide a practical method of breaking the usual 16-round DES, it does succeed in breaking DES if the number of rounds of encryption is reduced.  For instance, 8-round DES can be broken in only a couple of minutes on a small personal computer.

This exercise helps you understand the first part of differential cryptanalysis.

1. Consider an exhaustive key search of S-DES.

(a) How many keys are possible?

(b) In the worst case, Eve would have to decrypt with all the keys.  Is this practical?

2. Consider an exhaustive key search of DES.

(a) How many keys are possible?

(b) Does your answer depend on the number of rounds?

(c) In the worst case, Eve would have to decrypt with all the keys.  Is this practical?

3. From the previous two problems, you should have seen that:

(a) Exhaustive key search is not practical for DES, unless Eve is especially determined.

(b) The practicality of an exhaustive key search does not depend on the number of rounds.

Despite this, 1-round DES can be broken by a different means, as you’ll see in this problem.

You’ll actually work with 1-round S-DES (instead of full-blown DES) in this problem.  However, all the ideas work for DES too.  It’s just simpler to do the calculations by hand if we use S-DES.

By 1-round S-DES, I mean the same thing as ordinary S-DES, but with the 2nd application of function fk omitted.  In this case, both encryption and decryption use the same 8-bit subkey.


Suppose Eve obtains the following
plaintext-ciphertext pairs:

 

Plaintext
    Ciphertext
· 1 0 1 0   1 1 1 0
1 0 1 1   0 0 1 1

· 0 1 1 0   0 1 1 1
1 0 0 1   0 1 1 0

· 0 0 0 1   1 0 0 1
0 1 1 1   1 1 0 1

· 0 0 1 1   1 1 1 1
1 1 1 0   1 1 1 1

Use the above to determine the key.
(You will only be able to determine 8
of its bits.  Why?)


Hint:  you might find
the diagram at the right useful.

4. Now consider ordinary (2-round) S-DES.  Again, all the ideas in this problem work for DES too.

(a) In the diagram to the right, indicate all the parts of the computation that can be determined from a single plaintext-ciphertext pair.

(b) Explain how you could attack 2-round S-DES, given enough plaintext-ciphertext pairs.

5. In DES (not S-DES), there are 8 S-boxes.  Each has 6 inputs and 4 outputs.

(a) Suppose that you do an attack on 2-round DES per the preceding problems.  How many choices will a single plaintext-ciphertext pair yield for each of the eight S-boxes, in each round?

(b) That might suggest that at least 48 plaintext-ciphertext pairs will be needed to compute K1.  In fact, far fewer
plaintext-ciphertext pairs are needed.  Explain why.

(c) How many plaintext-ciphertext pairs will be needed to compute K1?

(d) About how many plaintext-ciphertext pairs will be needed to compute the entire 56-bit key?

6. Now consider 3-round S-DES (with the 3rd round subkey being a 1-bit left shift).  Again, all the ideas in this problem work for DES too.

(a) In the diagram to the right, indicate all the parts of the computation that can be determined from a single plaintext-ciphertext pair.

(b) Can you attack 3-round S-DES in a manner similar to the way that you attacked 2-round S-DES?  Explain.

7. You should have seen that the attack on 3-round S-DES fails because we cannot determine XXX (ask your instructor for what XXX is, if you have any doubts) from the known plaintext-ciphertext.  Find a chosen plaintext attack that can address this problem.  (Hint:  this is a hard question.)

8. For any given X, what is X ( X?
(Here (   means exclusive-or.)

9. Suppose you choose two plaintext pairs     L0 R0     L*0  R*0     such that R0 = R*0.  Now, what is    L2  (  L*2     ?


10. True or false:  (A ( B) ( (C ( D) equals
(A ( (C ( B)) ( D ?

11. What is the relevance of the preceding questions to an attack on 3-round S-DES?

12. Given the previous problems, devise an attack on 3-round S-DES that is similar to your attack on 2-round DES.

13. Suppose Eve obtains the following plaintext-ciphertext pairs:

 

Plaintext
    Ciphertext
· 1 0 1 0   1 1 1 0
1 1 1 0   1 0 1 0

· 1 1 1 1   1 1 1 0
1 0 0 0   0 0 0 0

· 0 1 1 0   0 1 1 1
0 1 1 0   1 1 1 0

· 0 0 0 0   0 1 1 1
1 1 1 0   0 1 1 0


· 0 0 0 1   1 0 0 1
0 0 1 0   1 1 0 0

· 1 1 0 1   1 0 0 1
0 1 0 0   0 1 0 0

Cooperate with your classmates to find the key, per the following:

(a) For each S-box, for each possible output-xor Y, compute the set of possible input xors X.

(b) For each S-box and each plaintext-ciphertext pair, compute the relevant information.
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